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[ Program Concept and Objectives: ]

In the modern corporate landscape, technology is the primary driver of operational agility. However, as organizations become
increasingly data-centric—treating data as the "oil" that fuels their engines-they also become more vulnerable. A single data
compromise can paralyze an entire enterprise, making information security a critical spoke in the Enterprise Risk Management (ERM)
wheel.

The boundaries between cyber security, operational resilience, and financial liability are increasingly blurred. For risk managers and
insurance providers, understanding these overlapping exposures is no longer optional; it is a fundamental requirement. While Cyber
Liability Insurance serves as a vital safety net, achieving optimal protection requires a holistic understanding of the entire value chain—
from proactive hygiene to reactive claims management.

To address this need, the College of Insurance (COI) has developed this program to bridge the gap between technical cyber concepts
and practical insurance applications. Delivered via our College Virtual Training (CVT) Rooms, this session offers a cost-effective, high-

impact learning environment for professionals to master the complexities of the digital risk landscape.

Upon completion of this virtual session, participants will be able to:

e Analyze the Cyber Threat Matrix: Evaluate the evolving
nature of digital threats and their systemic impact on
business continuity.

e Integrate Cyber Resilience: Understand how various
stakeholders contribute to an organization’s ability to
withstand and recover from digital disruptions.

e Navigate Security Frameworks: Gain foundational

knowledge of the standards that govern data protection
and information security.

Structure Cyber Insurance Solutions: Master the core
components of cyber policies to provide comprehensive
coverage for diverse client needs.

Manage the Claims Lifecycle: Understand the nuances of
cyber-related claims, from initial forensic investigation to

final settlement.

[ Key Takeaways from the program: ]

Module Focus Area

Threat Intelligence Identify common attack vectors (Ransomware, Phishing, DDoS) mechanics
Resilience Strategy Defining the roles of IT, Legal, and Risk Management in a unified cyber defense.
Security Frameworks Introduction to global standards (NIST, ISO 27001) that underpin insurable risks.
Policy Mechanics Understanding First-Party losses vs. Third-Party liabilities and common exclusions.
Incident Response Best practices for handling cyber claims and coordinating with forensic experts.

Participant Profile: Program Date: 3 September 2026
Program Duration: 1 day (CVT)

Program Time (IST): 10.30 AM to 01.30 PM

Program Coordinator: Mr. Subash Pattanayak Faculty,

Email: pattanayak@iii.org.in, Contact: 022-69654204

This program is specifically designed for: Insurance
Executives, Intermediaries, Risk Management
professionals & others interested.

Program Fees: Rs. 1770/- (X 1500/- plus 18% GST)

Certificate of Participation: Online Certificate in PDF format will be issued to all the participants.

PROGRAM TEAM:
Ms. Yogeeta Kulkarni 022-69654255
Ms. Rupali Thakur 022-69654284
Ms. Sakshi Pawar 022-69654251
Mr. A. G. Madwal X . 022-69654254
MIRILAEK:S co/-l‘]r;:: eifs(?riit?@?f!r?in 022-69654234
Ms. Akshara Nagpal 022-69654266
Ms. Meghana Shivtarkar 022-69654249
Ms. Sneha Pednekar 022-69654270
Program ID : CPG Ms. Mrunal Satam 022-69654216
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