
 

 

Program Concept and Objectives: In an era of hyper-connectivity, the speed of business is matched only by the velocity of its 

threats. For the modern enterprise, data is no longer just an asset-it is a significant liability if left unprotected. The integration of 

technology into every facet of corporate operations has expanded the attack surface, making information security a non-negotiable 

pillar of the Enterprise Risk Management (ERM) framework. 

With the enforcement of the Digital Personal Data Protection (DPDP) Act, the stakes have shifted from mere operational disruption 

to massive legal and financial penalties. Organizations today face a dual challenge: maintaining robust Cyber Hygiene to prevent 

breaches and leveraging Cyber Liability Insurance to mitigate the fallout when they occur. 

The College of Insurance has developed this specialized program to bridge the gap between technical security and financial risk 

transfer. This session provides a comprehensive 360-degree view of the cyber ecosystem, ensuring that risk managers, insurers, and 

intermediaries can navigate the complexities of data compromises and the subsequent claims landscape. 

Program Objectives: Upon completion of this session, participants will be able to: 

 Evaluate the Cyber Threat Landscape: Analyze evolving attack vectors - from ransomware to social engineering-and their impact 

on business continuity. 

 Operationalize Cyber Hygiene: Understand the interconnected roles of stakeholders in maintaining a "security-first" culture. 

 Navigate the DPDP Act: Interpret the legal implications of the new data protection regime and its requirements for data 

fiduciaries. 

 Master Cyber Insurance Mechanics: Decode policy structures, coverage triggers, and exclusions to ensure optimal risk transfer. 

 Manage Cyber Claims: Develop an academic and practical understanding of the claims lifecycle following a data breach or system 

failure. 
 

Key Takeaways from the program:  

Focus Area Core Competency 

Threat Intelligence Identification of diverse cyber-attack methodologies and emerging digital risks. 

Frameworks Foundational knowledge of globally recognized Cyber Security frameworks (e.g., NIST, ISO). 

Risk Mitigation Strategic insights into the "Human Element" of Cyber Hygiene and internal controls. 

Policy Analysis Deep dive into Cyber Insurance clauses, including Third-Party Liability and First-Party Expenses. 

Regulatory Compliance Understanding the reporting mandates and penalties under the DPDP Act. 
 

Participant Profile: Insurance Executives, Intermediaries, Risk Managers& IT Leads, Compliance professionals. 

Program Fees: Rs. 1770/-(₹ 1500/- plus 18% GST) 

Certificate of Participation: Online Certificate in PDF format will be issued to all the participant. 

Program Coordinator: Mr. Subash Pattanayak, Faculty, Email: pattanayak@iii.org.in, Contact: 022-69654204 

 

 

 

 

 

 REGISTER NOW 

 

Website: www.insuranceinstituteofindia.com Program ID: CPC 

PROGRAM TEAM: 

Ms. Yogeeta Kulkarni 

Any help/queries mail to 
college_insurance@iii.org.in 

022-69654255 

Ms. Rupali Thakur 022-69654284 

Ms. Sakshi Pawar 022-69654251 

Mr. A. G. Madwal 022-69654254 

Mr. P. H. Ekke 022-69654234 

Ms. Akshara Nagpal 022-69654266 

Ms. Meghana Shivtarkar 022-69654249 

Ms. Sneha Pednekar 022-69654270 

Ms. Mrunal Satam 022-69654216 

 

 

 

Insurance Institute of India, COI, Mumbai 

Virtual Training Session on 

Cybersecurity, DPDP Compliance and Insurance 

Strategies (CVT) 15 December 2026 
 

Program Date: 15 December 

2026 

Program Duration: 1 day (3hr-CVT) 

 

Program Time (IST):  10.30 am to 01.30 pm 
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